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中文摘要：

無線感測網路(Wireless Sensor Network － WSN)包含許多具有感測、運算和無線通訊能力的感測器，它可以用來偵測週遭的環境,且能應用在許多領域，不過WSN卻存在一個很大的缺點－資源有限。當攻擊者發動分散式阻斷式攻擊(Denial of Service－DoS)，攻擊者會傳送大量封包到受害主機，此舉會影響在攻擊路徑上的節點使其消耗資源，更甚者造成網路癱瘓。在傳統IP網路中，Edge Sampling是很有名的方法對於追蹤阻斷式攻擊或分散式阻斷式攻擊 (Distributed DoS－DDoS)攻擊，不過由於重建攻擊路徑需要大量的封包，換句話說，會消耗很多的能量。本篇論文著重於如何減少重建攻擊路徑所需的封包即降低其收斂時間。所以本篇論文提出ㄧ個適合Hieratical WSN方法－Hierarchical Probabilistic Dice Function (H-PDF)，不只可以降低Edge Sampling的收斂時間，並可以改善Edge Sampling只能偵測一個攻擊者之缺點。經由模擬實驗證實H-PDF在Hieratical架構上，具有優異的收斂時間之性能。
Abstract:

Wireless Sensor Networks (WSNs) contain a great number of nodes with sensing, computation, and wireless communications capabilities. WSN technology is ubiquitous to monitor and control environments in a variety of applications. However, WSNs have a grave threat – resource constraints. A DoS/DDoS attack may result in network disasters due to the energy exhaustion of the nodes along the attacking path. Edge sampling is a well-known traceback solution for DDoS attacks in traditional wired network, but it requires large number of packets to reconstruct the attack path. In this paper, we introduce an equality approach, called the Hierarchical Probabilistic Dice Function (H-PDF) suitable for hierarchical WSN, which enables edge sampling algorithm to reconstruct attacking paths with fewer collected packets under multiple attacks. The effectiveness of the proposed scheme has been demonstrated in our simulate studies of convergence time that have successfully used this H-PDF approach in hierarchical wireless sensor network environment.
